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1. Abstract

This document is written for developers who want to develop innovative applications
using the Ace Sensor’s Smart Finder products. It covers the programming aspect on
access control, configuration and firmware upgrade methods for Smart Finder (PCB
boards: KF-4A and KF-Li).

2. Introduction

Smart Finder products are designed for locating misplaced objects via buzzer sound and
BLE signal strength. Clear audible buzzer sound and long battery life are the design
objectives. Standard Bluetooth Low Energy profiles: Link Loss, Immediate Alert, Tx
Power and Battery Service are supported. In addition, a tight access control mechanism
allows Smart Finder products be used as basic proximity tag in areas such as external
input device, home automation, office security, enterprise inventory tracking, etc. etc.

Model KF-4A
e Color: Black (other color also possible)

e Dimension: 52.7x32x10.2mm (LxXWxH)

e Weight: 239/0.80z

e Battery: 2xAAAA batteries.

e Estimated battery life: 2+ years (3 uses per day)
Model KF-Li

e Color: White (other color also possible)
Dimension: 58x36x10mm. (LxWxH)
Weight: 22g/0.80z

Battery: Li-ion batteries with USB charging interface.

Estimated battery life: one full charge: 6 month with no exposure to sunlight; one
hour of sun exposure will last 7 days.

v

Both KF-4A and KF-Li are based on TI CC2541 Bluetooth Low Energy chip with 256Kb
flash memory. Technical details of TI CC2541 can be found at
http://www.ti.com/general/docs/lit/getliterature.tsp?genericPartNumber=cc2541&file Type=pdf
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Ace Sensor provides a free i0S app, Smart Finder App, which works with

KF-4A and KF-Li. You can download it from here:
“ https://itunes.apple.com/app/id528460659

3. Configuration and Notification

Smart Finder tag is fully configuration driven. This makes it possible tailoring for
different use scenarios. The configuration is done with a private profile in the service
OxACEO. This configuration parameters controls

e auto or manual advertising

e auto advertising interval

e access control: authorizing connection, passcode setting

e connection interval
When configuring Smart Finder tag, you need to balance battery consumption with user
experience (responsiveness). If the Smart Finder tag is intended to be a standard
proximity tag, the OXACEOQ service does not need to be used. For a full access control,
please refer to Section 4 for how to use service OXACEQ.

The notification event is defined in service OXFFEO which notifies button presses.

Table 1: Configuration and Notification Private Profile Definition.

Service Cl:ias :?::e Attribute | Description | Value Meaning Note
Service for
button
press
events
OXFFEQ OxFFE1 Notify Button press 1 | Left key pressed
event
. Smart Finder tag only
2 | Right key pressed has this button
0 | Key lifted
Access
OxACEO Control
Advertising The advertising will run
OxACEL R/W Interval 0 | Manual control for 39 seconds by
Control pressing the button,
200ms Interval
uint8 1| 645 ms
2 | 768 ms
3 |961ms
4 | 1065 ms
511294 ms
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Set broadcasting
>5 | interval in 10ms
incremental
A
OXACE2 |R ccess 0 | Off
Control
When access control is
turned on, if the
correct passcode is not
received during
uint8 1| 0On connection, the key fob
will disconnect the
unauthorized
connection in 30
seconds.
Connection
w Interval 0 | Disconnect
Control
Connection
uint8 <20 | interval in 100ms
OxACE3 .
incremental
Set Keyfob side
RSSI notification
0xFO~0 | interval in 100ms
XxFF | incremental. OxFO
turns off the
interval
. Hold the button for
Authorized / over 3 seconds to
OxACE4 Notify RSSI 1 | Authorized .
S authorize current
notification .
connection.
byte -128~0 | Keyfob side RSSI
Under the
condition of
connection being
authorized, this When the access
can be used to set | control is on, set the
Write Set passcode | uint8[5] | new passcode correct passcode to
and turn the authorize current
Access Control connection.
on. All 0 indicates
OxACE5 turning off Access
Control
When the Access
Control is on,
. Passcode and
until you set the L
advertising interval
correct passcode, . -
. configurations are
you have no write .
. stored in flash memory
permission to any . .
. and persist during
characteristic of
. . power loss.
this service and
proximity services
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4. Access Control

To prevent unauthorized access over BLE, Smart Finder tag uses a private profile to
support a passcode based access control mechanism. This private profile allows passcode
exchange during the pairing process. When a smartphone or tablet tries to connect to the
Smart Finder tag, the correct passcode must be sent within 30 seconds. Otherwise the
connection is disabled and dropped.

The access control mechanism is provided by the service OXACEOQ. The following is a
work flow that an iOS app should do to enable access control.

Initial Setup: App adds a Smart Finder tag:

1. The app connects to the tag, turns on the Notify in Characteristics OXACE4.

2. The app displays a message requesting the user to press and hold the button for 3
second. Once the user has done so, the app will receive a notification in
Characteristics OXxACE4 with value 0x01.

3. The app writes to Characteristics OXACES a 5 byte passcode. This turns on access
control. Please note that the passcode cannot be all zero, which indicates turning
access control off.

4. The app writes 0x05 to Characteristics OXACEL to turn on auto broadcasting.
0x05 indicates a slow broadcasting interval. Other broadcasting intervals are also
available, see table in Section 3. If the value is set to 0x00, broadcasting only
happens for 30 seconds when the button is pressed.

5. If you need to conserve battery, the connection interval should be extended. The
default value is 30ms, set by i0S. Without compromise user experience, the
recommended value is 0x03 for an interval of 300ms to be set in Characteristics
OXACES3.

6. Once the access control is enabled, the tag is bond to the paired iOS device and
will not respond to requests from unpaired devices.

Regular Use: App connects to a paired Smart Finder tag

1. The app connects to the tag, turns on the Notify in Characteristics OXACE4.

2. The app writes to the passcode set previously to Characteristics OXACES. The app
will receive a notification in Characteristics OXACE4 with value 0x01 confirming
authorization.

3. If you need to conserve battery, the connection interval should be extended. The
default value is 30ms, set by i0S. Without compromise user experience, the
recommended value is 0x03 for an interval of 300ms to be set in Characteristics
OxACES3. If there is no data transmission in 5 seconds, the connection is closed.

4. The app and tag can then perform required interaction.

This access control process is shown in Section 6.1 with a 3" party tool.

Page 5



ACE

SENSOR

Ace Sensor Inc.

11 - 300 Earl Grey Dr. Suite 383,
Ottawa, Ontario, K2T 1C1

Tel: 613 3667799 Fax: 613 800-0726

5. Firmware Upgrade

5.1. Using the On-Board Debugging
Interface

KF-4A/KF-Li come with on-board debugging interface.
This consists of 5 through-holes (shown in the red
rectangle in the picture on the right) in the dimension of
0.3-0.4mm. Distance between the pins is 2mm.

e R:Reset
P2.1: CC2541 P2 1
P2.2: CC2541 P2 2
+:VDD 3.3V
-: GND oV

Standard 2mm touch-pin connection can be used to
connect to the debugging interface. This debugging
interface can be used to reprogram the firmware using
TI’s CC-debugger and SmartRF™ Flash Programmer.
Please find the details of the CC Debugger here:
http://www.ti.com/tool/cc-debugger Note that batteries
should be removed when using CC-debugger.
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5.2. Using the Over-The-Air Download

To upgrade the firmware using the BLE wireless interface, you’ll need to
install TI’s BLE Multitool on your iOS device:
- https://itunes.apple.com/ca/app/ti-ble-multitool/id580494818
uetoot "
low energy Please follow the steps below to upgrade you firmware.

Step 1: Upload the new firmware, e.g. “KF4A-OAD.bin”, via email or Dropbox to your
i0S device. The following screenshots shows how to upload the new firmware from
Dropbox into TI BLE Multitool.

do + 9:22 PM

KF4A_OAD.bin

Saving firmware file
Firmware file saved to shared files

with filename : KF4A_OAD-1.bin

/3\\ AirDrop

‘@’?ﬁ\”‘ Share Instanty with people nearby. If they

A\ %‘.} do not appeer autamatically, ask them ta 0K
> open Control Centar and tum on AlrDrop.

Unable to view file

This file type can't be viewad ©
mmm.
low
Open in

Multitool Documents WeChat <

Step 2: Set the Smart Finder tag into OAD mode. Remove a battery. Press and hold the
button on the Smart Finder tag while putting the battery back on. The LED will stay lit,
indicating it’s in OAD mode.

Step 3: Perform firmware update with TI BLE Multitool app. Note: there’s a bug in i0S
64bit device, i.e. iPhone 5S, iPad air and iPad mini 2. Please use a 32bit device, i.e.
iPhone 4S/5, iPad 3/4/mini or iPod Touch 5" generation. The following screenshots show
this process.

,,,,, Fido = 9:36 PM 3 2%+ soooo Fido & 9:59 PM 3 225% L3 #9000 Fido = 9:59 PM 3 22% 4
TI BLE Multitool { Back < Back Smart Key OAD profiles
Tl Simple Keys Service AT

AVAILABLE DEVICES

‘ . . Generate Source Code
Smart Key OAD

PROFILES

O

2

? Smart Key Finder Device Information Ti Simple Keys Service (

Systerm ID; bE-B:50:al:18:00:25:00:bc
Mackal Number : AGEKF103
Savial Number : Barial Number TI OAD Profile
it
"

Device Information Service L

INFORMATION ? 7 ( )
Links and information o S \iCj
e 100ms
08l 1o0ms one
I3 TEXAS :
INSTRUMENTS l ,m -45dBm Set period manually
[ ]

Advanced Mode Clear All Disconnect
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----- Fido = 9:36 PM X 12% ¢

Tl OAD Profile

T
<=

Upload...image

Exclusive profile enabled
Since Tl OAD Profile is enabled other
profiles will be disabled ...

OK Cancel

Select image from

Internal Image ...

Shared files ...
——————————a————

Cancel

Profiles Disconnect

weeco Fido # 937 PM E 3+ ] =

« Back Firmware upload in progress

2.2%
Time remaining : 2:54

are upgrade p

Firmware upgrade was successfully
completed, device needs to be

reconnected

OK

Step 4: After the firmware upgrade complete, the Smart Finder tag will reboot, beep and
then LED turns off. If the LED stays on all the time, the firmware upgrade is not
successful. Possible problems: (a). You’re using a 64 bit iOS device. (b). You have a
corrupted firmware bin file.
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6. Testing with 3" Party Tools

You can test the Smart Finder tag with 3" party tools. Our favorite tool is
Lightblue iOS app. https://itunes.apple.com/app/lightblue/id557428110

6.1.

Turning Off Access Control

If the access control has been turned on in the Smart Finder tag, the connection will be

dropped if a correct passcode is not received within 30 seconds. To turn off the access
control, follow the steps below.

1. Connect Lightblue to the Smart Finder tag, to inspect service OXACEQ, if
Characteristic 0OXACE2 has value 0x01, the access control is on.

Fido & 12:26 AM 12:26 AM

Peripherals

Servicess (haracteristics

Peripheral: Smart Key Finder Peripheral: Smart Key Finder

Service: OxACEO

Peripheral: Srnart Key Finder
Service: OxACED
Characteristic: OxACE2

Clone Peripheral

Services Found Characteristics Found

Device Information OxACE1 Data Type: Unknown
= UUID: ACE1 Properties: Read Write
Link Loss OXACE2 : bt
! UUID: ACE2 Properties: Read
Immediate Alert OxACE3 r Hex 0x01
J 1 UuIC CE Prot tie Write Without F
Tx Power OX_IAGE4 Decimal 1
! & UUID: ACE4 Properties: Notify
Battery Service OxACE5 ' Date 2013/11/16 03:59:11:083
= UUID: ACE5 Properties: Write
OxAGEQ

OxFFEOQ

Page 9



Ace Sensor Inc.
‘ l:E: 11 - 300 Earl Grey Dr. Suite 383,
Ottawa, Ontario, K2T 1C1

SENSOR Tel: 613 3667799 Fax: 613 800-0726

2. Press and hold the button on the Smart Finder tag for 3 second until a beep is
sounded to complete pairing. Write to Characteristic OXACES5 the value of
0x0000000000 (10 zeros, i.e. 5 bytes of 0x00). Confirm that Characteristic
OXACE?2 has changed its value to 0x00. The access control has been turn off.

$ 100% W+ | ecoo Fido = 3 100% f | . Fido = 12:26 AM

Details

Peripheral: Smart Key Finder Peripheral: Smart Key Finder

Service: OxACEOQ Service: OxACEO

Characteristic: 0xACES 0000000000| Characteristic: OxACE2
Data Type: Unknown Data Type: Unknown
Hex: 02
AsCll Selechiojirts AsCll
Hex Hex Ox00

Decimal Decimal 0

Date Date 2013/11/16 00:26:24:642

1]2[3]a]s[s[7]s[o]0
LT
ST TE
]
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6.2. Control the Immediate Alert

Follow the steps below to turn on the buzzer and LED on the Smart Finder tag. Setting
the “Alert Level” to 0x01 turns on the buzzer; 0x02 turns on the buzzer and flashing the
LED; 0x00 turns off the alert.

11:19 PM % 229% 0+ eecooFido & 11:21 PM B 20% H_b+ | ** Fido = 11:21 PM
Peripherals éewices
s o Peripheral: Smart Key Finder Peripheral: Smart Key Finder
s ik i Service: Immediate Alert

Clone Peripheral

Smart Key Finder
Services Found Characteristics Found
Device Information Alert Level
UUID: 180A fy

Link Loss

Immediate Alert

1Tx P_oﬁer
B‘%tt‘elry Service
Q)fAQEO
OxrED

Central mode lets you connect to peripherals around y..
t Y

[l
.
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6.3.

Notification from the Smart Finder Tag

The service OXFFEQ provides the notification to show whether the button is pressed.
When the button on the Smart Finder tag is pressed, Characteristic OXFFE1 shows value
0x02. When the button is lifted, Characteristic OXFFE1 shows value 0x00.

Following the steps below to receive notification from the Smart Finder tag.

. Fido = 10:20 PM

Peripherals

Peripheral: Smart Key Finder

Clone Peripheral

Services Found

Devic(-__\ Information
L_ink Loss
Immediate Alert
Tx Power

Battery Service

O0xACEO

% 30% W4 | w00

OxFFEO

4
bl |

T
Central

11:32 PM

Fido & 11:31 PM
Services
Peripheral: Smart Key Finder Peripheral:
Service: OxFFEO Service:
Characteristic:
Characteristics Found
Data Type:
OxFFE1
UUID: FFE1 Properties: Notify
ASCIl

Peripheral: Smart Key Finder

Service: O0xFFEQ
Characteristic: OxFFE1
Data Type: Unknown

AsCll
Hex 0x02

Decimal 2

Date 2013/11/15 23:32:06:851

Stop Notify

Peripheral: Smart Key Finder
Service: OxFFEO
Characteristic: OxFFE1
Data Type: Unknown

ASCIl
Hox 0x00
Decimal 0

Date 2013/11/15 23:32:02:677

Stop Notify
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